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Beenerue

Jrobasa JeATeNbHOCTh B COBPEMEHHOM MHpPE OHU3HE-
Ca BKJIIOYAET B €6 MHOMKECTBO 3a2/1a4 IO OOECIIEYEHUIO
O€30IIACHOCTH U COOMIOJICHUIO 3dKOHOJATEIbHBIX HOPM.
OKOHOMUYECKHE BBITO/IBI OT MEPENAYN CTOPOHHEMY IMOJ-
PAAYHKY HEKOTOPBIX OM3HEC-(DYHKITUI WJIN YACTEN OU3HEC-
IpOoLEeCcCa MPEANPUATAS C LENBIO ITOBBICUTH ITPOU3BOJH-
TENBHOCTh TPYZAd U CHU3UTh CEOECTOMMOCTB IPOIYKIIUH
JIOJDKHBI OBITh TECHO B3AaUMOCBSA3AHbBI C 4/IEKBATHON 3aIU-
TOM COXPAHHOCTU MHTEJUIEKTYATbHOU COOCTBEHHOCTH H
UH(OPMALIMHY, KACAIOMIEHCS YACTHOM KM3HU. B mocnenHue
TOZIbl OBUIO MHOXKECTBO CJIYY4€B XHIEHUA ITEPCOHATBHBIX
JIAHHBIX ¥ MOHIEHHUYECKHUX OIEPALINNA C UCIIOIb30BAHUEM
MH(MOPMALIMN KPEJIUTHBIX KAPT, IPUBEAIINX K YOBITKAM B
pasmepe JeCATKOB MUJUIMOHOB JIOJIIAPOB. 3AIUTA OT TAKUX
BU/IOB yrpo3 TpedyeT 3(PPEKTUBHBIX PEIIEHUI MO O€30-
MACHOCTU. YHHUBEPCUTETBI U MEJUIIMHCKUE OPTraHU3AIIN
MOBBICHIA YPOBEHB 6€30ITACHOCTH JJAHHBIX, UCIIOJIb3YEMBIX
g uaenTuduranuy tmaHoctu (PII), Takux Kak HoOmepa
COLIMAJIBHOI'O CTPAXOBaHMUA. KOMIIaHUM PO3HUYHOU TOP-
TOBJIM B HACTOSAIIEE BPEMSI PAOOTAIOT HAJ] OOECIICUEHNEM
COOTBETCTBUA CBOUX MH(POPMAIIMOHHBIX CUCTEM TPEOOBA-
nusaM PCI-DSS. Onnuu Oracle Advanced Security 1103BOJISI-
IOT O6ECNEYNBATh 6E30IIACHOCTD B CTPOT'OM COOTBETCTBUM
CO CTAaH/AAPTAMH, 3AIUIIATh JAHHBIE B CETH, HA JUCKAX U
B PE3EPBHBIX KOIMHUAX, OCTABAACh <«IIPO3PAYHBIMU»
JUIS IPUJIOKEHWH, T.K. UX IIPUMEHEHUE HE TPeOyeT BHeECe-
HUA U3BMEHEHNN B IPUJIOXKEHHS.

KpaTkun 0630p cpencts wWnpoBaHus
Oracle Database

IInpposanue JAaHHBIX ABIAETCA KIIOYEBBIM KOMIIOHEHTOM
NPU PEAIU3ALUH TIPUHIIAINA I[TTYOOKOH MHOT'OYPOBHEBOM
3AMIUATHL, 4 TAKKE BAKHBIM JIEMEHTOM 3AIIUTHI JAHHBIX
BO BpeMs Il€pefadu U XpaHeHusa. Briepsoie Oracle npen-
CTABWI 043y JAHHBIX C IIPOTPAMMHBIM UHTEpPdericoMm (APT)
st muppoBaHus AaHHbIX B Oracle8i. Ha JaHHBI MOMEHT
MHOTHE KJIMEHTBI MCIONb3YI0 MHTEPPENCH MUMPOBAHNUA
B 0a3e gaHHbIX Oracle 711 TOBBITICHHS 6€30HACHOCTH
KOH(PUJEHIIMAIbHBIX JJAHHBIX INPUJIOKEHUH. [JOCTHKEHUE
MIPO3PAYHOCTH YTEHUS/3ANMUCH 3AMU(PPOBAHHBIX JAHHBIX
MOCPEJCTBOM HCIIONB30BAHUA KpUNTO-API, Tpebyer BHe-
JpeHusa (PYHKIMU BBI3OBOB BHYTPH CAMOIO INPHJIOXKEHUA
WINM UCHOJB30BAHUA IIPEAYCTAHOBIECHHOrO Tpurrepa Bl
IIpencraBneHnsa JAaHHBIX IPWIOXKEHUSA TAKKE MOTYT HYXK-
JIaTbCS B PACHIM(PPOBBIBAHUH, IIPEXKE UEM OHHU OYIyT Iepe-
JIaHBl B IIpWIOXKeHue. Kpome TOro, ynpasjleHUE KIIo4da-
MM HIHMPOBAHUSA JOLKHO MPOU3BOJUTHCA ITPOTPAMMHBIM
IyTEM.

Oracle Advanced Security Transparent Data Encryption
(TDE), Bnepseie mpeacrasneHHas B Oracle Database 10g
Release 2, ABngeTCA CaMbIM IIEPEJOBBIM PEMIEHUEM B OO/IACTH
mudposanus. TDE obecrieunBaeT BCTPOEHHOE YIIPABJICHUE
KJIIOYaMH MHU(MPOBAHUA U IIOJHYIO IIPO3PAYHOCTDL M-
pOBaHMA KOH(PUAECHIIMAIBHBIX JaHHBIX. MCIIONIb3yeMbIH
Py 3TOM MEXAHU3M MH@MPOBAHUA 643 JAHHBIX OCHOBAH
HA WCMOJB30BAHUN KOMaH]T DDL, MOMTHOCTBIO MCKIIOYAIO-
MUX HEOOXOJUMOCTb B U3MEHEHUH INPHUIOKEHNH, CO3/1a-
HUM NPOIPAMMHBIX CPEJCTB YIIPABICHUSA KIIOYAMHU IH(Q-
POBaHUA, TPUITEPOB U NPEACTABIECHUN B 6233X JTAHHBIX.

Ta6nuua 1. Kpatkoe onvcaHue Oracle Database Encryption

Komnnekc HABOP DBMS CRYPTO | Oracle Advanced
YHKLMI NMPOrPAMMM (Oracle Database Security
DBMS 10g R1 n Bbiwe) | Transparent Data
OBFUSCATION SE & EE Encryption
(Oracle 8in EE Only Option
BbILLE)
SE & EE
AnroputMmbl DES, 3DES DES, DES, 3DES, AES (128,
LUMbpoBaHms AES, RC4, 192, 1 256 6uT)
3DES_2KEY(1)
[ononHutensHble | He PKCSS5, Hynu PKCS5(2)
hopMmbl nopaepxveaeTcs
Pexumbl CBC CBC, CFB, ECB, | CBC(2)
coeanHeHus Ha OFB
ocHoBe 67104HOr0
wmdpa
LndppoBansHbie | MD5 SHA-1, MD4(1), SHA-1(2)
X3LU-anropuTMbl MD5(1)
XaL-anroputmbl none supported HMAC_MD5, He npumensioTca
no knovy (MAC) HMAC_SH1
LLndpoBanbHbIni RAW, RAW, NUMBER, He npumeHsieTcs
rnceeno- VARCHAR2 BINARY_
CnyYanHblii INTEGER
reHepartop 4ucen
Tunbl 6a3 paHHbIX | RAW, RAW, CLOB, Bce kpome: OBJ.,
VARCHAR2 BLOB ADT, LOB

BEPCUSAMU

PabOTYHNKOB

1) IIpepycMaTpuBaeT COBMECTUMOCTb C IIPEABIAYIIMU

2) 11 BHYTPEHHET'O HMCIIOJIb30BAHUSA, HEAOCTYIIHO I PA3-
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Puc 1. KpaTkoe onuncaHne npo3payHoro LngpoBaHns aHHbIX

[Mpo3payHoe WwngpoBaHne gaHHbIX

CpencrBamu TDE obecneunBaercs MHUQPPOBAHUE JAHHBIX
Mepe]] 3aMChI0 HA JIMCK U PACHIM(PPOBBIBAHUE JAHHBIX,
MIPEX/IE YEM OHU BO3BPAIIAIOTCSA B IPWIOKEHUE. [Iporiecc
3aMM(PPOBBIBAHUA U PACIIU(PPOBBIBAHUSA BBIITOTHACTCA HA
ypoBHe SQL M IIOJHOCTBIO IIPO3PAYEH LA IIPUKIAJHBIX
MIPOrpaMM M IIOJb30BaTeENEN. PedepBHble KONUM 643 AaH-
HBIX, 3AIIMCAHHBIE HA JIMCK WIM MAarHUTHYIO JIEHTY, OyIyT
COJIEPIKATD ITU JAHHBIE B 3amM(PpoBaHHOM BHjE. TDE, mpu
HEOOXOJUMOCTH, MOXKET OBITh UCIIOIB30BAHO B COYETAHUU
¢ Oracle RMAN s 3ammdposbiBanus Bcert CYB/] Oracle
B XOJIE€ PE3EPBUPOBAHMA HA JUCKU.

MpenmyuiecTBa NPoO3payvHoOro WudpoBaHus
OaHHbIX

1. BcTpo€eHHOE yIpaBaeHUE KII0YaMU HU(PPOBAHMS

2. TIpozpayHoe mMU@PPOBAHUE 3AIHUIIAEMBIX JAHHBIX
(TI0 CcTONIOIAM) B IIPUKIIAJHBIX ITIPOTPAMMAX

3. [Ipo3payHoe MmMU@POBAHUE TAOIUYHBIX MPOCTPAHCTB
(Buiepsrie B 11g)

4. IIpospaunoe mmudposanue ¢amnos/LOBS (Bnepsbie
B11g)

5. MaTErpanys anmapaTHoro moaysa 6esonacnoctu (HSM)
(Buiepsrie B 11g)
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Pvc 2. ApxuTekTypa ynpaeneHusi pacnpegeneHus knodamm TDE

KpaTkoe onvcaHue yrnpasneHust Knioyamu
LndppoBaHus

TDE aBTOMAaTUYECKU CO3ZJACT KIIOY MU(PPOBAHUS, KOITIA
MPOBOJUTCSA 3AMI(PPOBBIBAHUE JAHHBIX CTOJIOIA B TAOIHIIE
6a3bl AaHHBIX. Kimod mm@pOBAHNUA — YHUKAJIbHBIIN JIJIA KA%K-
o Tabmunpl. Ecayu B Tabnuie 3amm@poBbIBAETCS O0Jee
OJIHOT'O CTOJIOIIA, TO JUISI KAYKAOI'O U3 CTOJIOIOB UCIIOIb3YET-
€ OIMH 1 TOT K€ K04 MU poBanms. Kimoun muppoBaHus
JUISL TAOJIUL, COXPAHAIOTCS B ClIpaBOYHUKe Oracle u 3amud-
POBBIBAIOTCA MPU TTOMOIM MEPBUYHOIO KIIOYa (MacCTepP-
wnova) mudposanusa TDE. ITepBUYHBIN KIIOY MH(PPOBA-
HUA COXPAHAETCA BHE 643bI IAHHBIX B «TYOyCE I KIIOYEN»
Oracle Wallet (¢artin popmara PKCS#12), koTOpHIit 3amud-
POBaH C ITOMOIIBIO MAPOJIA, ONPEAENAEMOrO dIMUHHUCTPA-
TOPOM 6€30MaCHOCTH WiIu DBA B mpouecce CO3[JaHMs.
HospiM B Oracle Database 11g Advanced Security siBisiercst
BO3MOKHOCTb COXPAHATb IIEPBUYHBIN KIIOY B YCTPOMNCTBE
HSM, ucnioneays PKCS#11 nnrepgeric.

OT1anbl BHeOpeHUs

B cBasu ¢ TteM, uro TDE mpo3padHo A CymECTBYIOMUX
MNPWIOKEHUN (HE TPEOYIOTCA CO3/1aBATh TPUITEPHI U TIPE/I-
CTaBJIEHUA 643 JAHHBIX), IIPOLECC MUMPOBAHUA CTAI
pomEe MO CPABHEHUIO C TPAAULIMOHHBIMU DPEIIEHUAMUA
H4 OCHOBE MCIIOJIb30BaHUA APL Cienyiomue mard MOIryT
OBITh MCIIOJIB30BAHBI I TpUMeHeHus TDE:

1. UHnnpannsanusa MacTep-KiIoJda

2. OnpejeneHre AaHHBIX A 3amm@posbiBanua (PII gan-
HblE, KDEAUTHBIE KAPThI)

3. IIposepka: nojaepsxkupaet v TDE BbIOpaHHBIN THII JaH-
HBIX, 4 TAKXKE, HE WUCIOJB3YIOTCA JIU JAHHBIE KOJIOHKU
B KAYECTBE BHEITHUX KIIOYECH,

4. 3amu@poBbIBAHUE  KOH(QPUJECHIIUAIBbHBIX

ncnosnbsysa TDE

JIAHHBIX,




NHnumannsaums MacTep-KI4a

Macrep-KIod s KKA0M 643kl IaHHBIX CBOWU. HecmoTps Ha
3TO, MOOOI MACTEP-KIIIOY MOXKET OBITh CKOITMPOBAH BO BTO-
PUYHYIO 643y JAHHBIX, €CJIU PAHEE OH HE OBbUI TAM HCIIOJIb-
30BaH. IIpexiae 4deM, 3ammn@pPOBBIBATL JIAHHbBIC TAOIUIIH,
HEOOXOJUMO CO3/1aTh MACTEP-KIIOY. IJIs1 3TOrO CyIIECTBYET
CJIE/IYIONIAS] KOMAH/A:

SQL> alter system set key identified by "password";

DTa KOMaH/IA CO3/1A€T «TyOyC a1 koder» (Oracle Wallet) u
WUCIIONIb3YeT YKA3AHHBIN B KOMAH/IE TAPOJIb U 3aMUdpPO-
BBIBAHUSI B COOTBETCTBUHU CO cTaHjapTomM PKCS#5. Oracle
Wallet COXpaHAET UCTOPHIO YKE UCITOIb30BAHHBIX MACTEP-
KITIOYEH U JIENMAET UX JOCTYITHBIMH, KOT/IA TAHHBIE, 3aITH(-
POBAaHHBIE CTAPBIM KITIOYOM, CYHUTHIBAIOTCSI C PE3EPBHBIX
HOCUTEJIEN.

Kak oTKpbITb «Tybyc ansa knto4der» Oracle Wallet

J10 TOro Kak 6a3a JAHHBIX CMOXKET PACIU(PPOBATH TA6INY-
HBIE KJIIOYH I 3aIMU(MPOBBIBAHUA U PACIIH(PPOBBIBAHUA
NPUKIAJAHBIX JAHHBIX, HEOOXOAUMO OTKDPBITh «TYOYyC I
Knoder» Wallet, KOTOPBIF COJAEPKUT IMEPBUYHBIN KIIOY
mudposanusa. KOHEYHO, MOXKHO 3aITyCTHUTh 643y JAHHBIX
U padoTaTh B HEHM 6€3 OTKPBITHA Wallet, HO IPU MOIBITKE
HOJIYYUTD JOCTYII K 3aMH(PPOBAHHBIM JaHHBIM 06432 JaH-
HBIX BBIJJACT COOOIIEHUE OO OHIMOKE. 3aKpbiBaTh Wallet
(M OrpaHHUYUBATHL TEM CAMBIM JIOCTYII K JIAHHBIM) LEJIECOO-
OPa3HO TOJIBKO B XOJI€ PAOOT IO TEXHUYECKOMY OOCTY’KHBA-
HHIO, KOT/IA JOCTYI K 0a3€ JAHHBIX PA3PENIEH CIIELNUATINCTY,
3aHHUMAIOIIEMYCA OJEPKKOIL.

Kak namexHnts Mactep-kntou

MacTep-KIi0oY MOXET 6BITh U3MEHEH IIPU ITOBTOPHOM 3aITy-
CKE KOMaH/Ibl “alter system”.

SQL> alter system set key identified by "password";

IIpy M3MEHEHHUM MACTEP-KIIOYA BCE TAOJIUYHBIE KIIOYH
B cipaBo4yHMKe Oracle 6yayT OOHOBIEHDI (PACIIU(POBAHBI
U 3aU(PPOBAHBI BHOBb). CTAHAAPT 6E€30IACHOCTU JIAHHBIX
PCI (DSS) 1.1 TpebyeT «OOHOBIATh KIIOYM MIH(MPPOBAHUS,
HE PEXE OJHOTO Pa3a B rof». MaMeHEHHE MaCTEP-KI0Ya
MNPUBEAET K OOHOBJIEHHUIO 3AIMU(PPOBAHHBIX KJIIOYEN CTONO-
1IOB, UCIOIb3ysl HOBBIA MACTEP-KIIOY, 4 3aMU(MPOBAHHBIE
JIAHHBIC B TAOJIMIAX OCTAHYTCS 6€3 U3BMEHEHHUH.

Kak nameHutb naponb Wallet

[Taponp Wallet MOXKET OBITh M3MEHEH HE3dBHCUMO
OT MACTEP-KIIOYA MHU(PPOBAHUA, OH UCIONb3YETCS UCKITIO-
YUTEIBHO I 3aIIHU(POBBIBAHMA AAaHHBIX (parma Wallet
HA AUCKE. I 9TOrO MOYKHO BOCHOIB30BATHCA IPOIPAM-
mou Oracle Wallet Manager (BBEIMTE B KOMAH/IHOHU CTPOKE
'owm' ) Wi yTWINTON 'orapki'.

OnpepenexHve KoOHUOEHUMANbHbIX AaHHbIX

[Tponecc noucka KOHPUJCHITUAIBHBIX JAHHBIX, TAKUX KAK
HOMEPA COLUATIBHOTO CTPAXOBAHMA U KPEJUTHBIX KapT,
MOXKET OKa3aTbCA 3aTPYAHUTENbHBIM, OCOOEHHO B KOM-
IUIEKCHBIX PWIOKEHUAX. EMIMHCTBEHHBIN METOJ], KOTOPBIM
MOXKHO BOCIOJIb30BATbCA, — 3TO IIOMCK B CIPABOYHHKE
Oracle 1o Ha3BaHUIO CTONOLA U TUILY JAHHBIX, KOTOPBIE
YaCTO MCHONB3YIOTCA Ui XPAHEHUA OAOOHOM MH(pOPpMA-
ITHL

SQL> select column_name, table_name, data_type from
dba_tab_cols where column_name like '%SOCIAL%' or
column_name like '%SSN%' or column_name like
'%SECNUM%' or column_name like "%S0OC%' and
owner='<owner>";

Tunbl gaHHbIX, nogoep>xuesaemMblx TDE

TDE noaaepKUBAET HAUOOJEE PACIIPOCTPAHEHHBIE THIIBI
JaHHbIX. K HUM OTHOCATCS:

VARCHAR2 CHAR DATE
NUMBER NVARCHAR2 NCHAR
RAW RAW SECUREFILES (LOBS)

BINARY_DOUBLE

BINARY_FLOAT

TDE n BHeLluHMe Kno4vun

TDE HEe MOXET OBITh MCIIOIB30BAH I 3aIIU(PPOBBIBAHNA
CTONOLOB, KOTOPBIE HCHONB3YIOTCA BO BHEIIHEM KIIOYE.
11 TOrO 4TO6BI IPOBEPUTD, ABIAETCS U KOJIOHKA YACTBIO
BHEIIHETO K044, MU3Yy4YaIOTCAd JAHHBIE W3 CIPABOYHHKA
Oracle.

select A.owner, A.table_name, A.column_name, A.constraint_name
from dba_cons_columns A, dba_constraints B

where

A table_name = B.table_name and

A.column_name = 'YOURCOLNAME' and

B.constraint_type = 'R";
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3awmdpoBbiBaHNe AaHHbIX ¢ nomoLbio TDE
YTOOBI 3aH(PPOBATH CYIIECTBYIONIHUE CTOJOIBI B TAOIHUILIE:

SQL> alter table customers modify (credit_card encrypt);

B xoj€e BBINOIHEHNA TPAH3AKIUM 10 3AMM(PPOBBIBAHUIO
HOAJEPKUBAETCSA  MOCAEJTOBATENBHOE YTEHHUE [JJAHHBIX.
Tpanszakinuu DML (BCTaBUTb, OOHOBUTD, YIAJIUTH), BBIIIOJ-
HSIEMBIC B TEUECHUE TPAH3AKIUN 3aIIU(PPOBbIBAHMS, OyyT
3aMpalIMBaTh 'M3MeHeHNA online .

Co3/1aBaTh HOBYIO TAOJIMILY C 3aIMU(PPOBAHHBIMU KOJIOHKA-
MM IIpOCTO. Hampumep, ¢ NOMOMBIO CTAHJAPTHOTO aJTO-
purma mudposanma AES192.

SQL> create table billing_information (

first_name varchar2(40)

Jlast_name varchar2(40)

,card_number varchar2(19) encrypt using 'AES256');

Transparent Data Encryption nogaepxvsaet paboTty
C VHOeKcamMu, MUHUMM3NPYS OOMOMHUTENbHbINA MOUCK
B 3aLUMpoBaHHOM CTONbLE.

SQL> create index cust_idx on customers (credit_card);

Korga crosnber ¢ MHAEKCAMH TOTOB K 3aIIU(PPOBBIBAHHIO,
CHAYaJ1a PEKOMEHYETCS YIAJIUTh CYIIECTBYIONIINE NH/ICKCHI,
3aMU@PPOBATH CTOIOEL, A 32ATEM 3aHOBO CO3/]ATh UH/ICKCHL.

CwmeHa knto4va Tabnuubl/ctonéua

IIpu BBIIOIHEHUM KOMaHbl "alter table” wiro4d TabGauIbl
WIM CTONOIIA, pa3MEpP KII0Ya U AITOPHUTM MOTYT OBITh HE34-
BUCUMO U3MEHEHDL:

SQL> ALTER TABLE employee REKEY;
SQL> ALTER TABLE employee REKEY USING 'AES256';
SQL> ALTER TABLE employee ENCRYPT USING 'AES128';

H3MeHeHue KIo4Ya TaOaUIbl WIK CTOJAOIA IIPUBEAET
K IOBTOPEHMIO MU(PPOBAHMA JAHHBIX B TAOIUILIE.

MpakTnyeckne pekomeHgaumm no NpoBeaeHMIO
Ha4anbHOro LUNPOBaHNS JaHHbIX

3a BpeMs CyHIeCTBOBAHUA TAOUIIBL, €€ TAHHBIE MOTYT (ppar-
MEHTHPOBATHCA, PACHONOXUTBCA B MHOM MOPAJKE, Pa3-
JIEJIATBCS IO KATETOPUAM, YBETUUUBATHCA B KOJIMYECTBE U
MEPEMEIATHCA BHYTPHU TAOIUYHOTO IPOCTPAHCTBA; 3TO
MOJKET IIPUBECTH K BOZHUKHOBEHUIO HEUCITOJIb3YEMBIX 6JI0-
KOB CO CTaPBIMH, HEJJOCTYITHBIMH KOITHUAMU JAHHBIX BHYTPH

ORACLE

arima 6a3pl JaHHBIX. Korga mudpyercs CymecTBYIONUHI
cronoen, MU@pPyeTcss TOABKO €ro caMmasl MOoCaeqHss "nei-
CTBYION[AA" KOIHA, IIPU 3TOM MOI'YT OCTABATHbCA JTAHHbBIE
B HE3AIMM(PPOBAHHOM BH/IE B «CTAPBIX» KOIUAX JAHHBIX
CTOJIOIA.

1T MUHUMM3AITUN PUCKA OCTABUTh KOH(H/ICHITNAIBHBIC
JAaHHBIE B HE3AMMU(PPOBAHHOM BUJAE IIPH MUPPOBAHUU
Oracle pekoMeHAyeT CO3/JaBaTb HOBOE TAOJIUYHOE IIPO-
CTPAHCTBO, IIEPEMEIATH TAOIUIIBI TPUJIOKEHUH B HETO, 1
VAAATD CTAPOE TAOIMYHOE MPOCTPAHCTBO.

1. TIoArOTOBBIE MOJMHYIO PE3EPBHYIO KOIUIO BAIEU Oa3bl
JAHHBIX

2. CoziariTe HOBOE TAOGJUYHOE IIPOCTPAHCTBO, TOYHO OIIpE-
JIETISIIONIEE HOBBIM MACCHB JTAHHBIX

3. 3amm@pynTe CTONAOBI C KOHPUJECHITUAIBbHBIMU JJAHHBI-
MH B UCXOJHOH TaOIHUIIE

4. TToBTOpHUTE HIAT 3 JIJIs1 BCEX TAOJINL, CO/IEPKAINX KOH(DH-
JIEHITUAJIbHbBIC TAHHBIC

5. I[lepemecTure TaOIUIBl U3 UCXOAHOTO TAOJIUYHOI'O IPO-
CTPAHCTBA B HOBOE TAGJIMYHOE IPOCTPAHCTBO.

6. Vaanure NCXOJHOE TaOIMIHOE IPOCTPAHCTBO. BHNMaHuME:
HE UCNOJIb3yuTe onumio .. and datafile' BMecTe ¢ KOMaH-
o1 'drop tablespace' , npuMensiiTe yruwanry 'shred' win
JIPYTUE 3aBUCSIINAE OT IUIAT(MOPMBI yTUINTBL 11 6€30114C-
HOTO V/AAJICHUS COACPKAHUS CTAPBIX (PAMIOB JAHHBIX
B OIIEPALIMOHHOM CUCTEME.

Hcnonb3oBaHME KOMAaHJ, ONEPAIMOHHOU CHUCTEMBI, TAKUX
Kak 'shred' , yMEHBIIAET BEPOATHOCTb OOHAPYKUTH OOOY-
HbIE€ KOITMU (PArIoB 6a3 JJAHHBIX, CIEHEPHPOBAHHBIC JINOO
OIIEPAITMOHHON CUCTEMOH, INOO NPOIPAMMHBIM Ob6€ECIIeYe-
HUEM XPAaHEHMA JAHHBIX.

LLIncpbpoBaHme npun pe3epBHOM KONMPOBaHUA
C MOMOLLIbIO rman

J17151 IOBBIINICHUSI YPOBHS GE30TIACHOCTH PE3EPBHBIC KON,
CO3JJaHHBIE C TOMOMBIO RMAN, MOr'yT 6BITh 3aIH(DPOBAHBI
nocpeacrsoM Oracle Advanced Security. M B ciygae, ecnmn
JIAKE HEABTOPHU3HUPOBAHHBIC ITOJIb30BATEIIH ITOMYYAT IOCTYIT
K 3amu(POBAHHBIM PE3EPBHBIM KOIMAM JIAHHBIX, OHH
HE CMOT'YT UX IPOYUTATD. 3AIMU(PPOBAHBI MOT'YT OBITH JIIOOBIE
Konuy, cosznasacMmble RMAN, 32 UCKIIOYEHHEM OOPA30B
JIaHHBIX (image copy backups).

3amu@pPOBAHHBIE PE3EPBHBIE KOMUU PACHIH(PPOBBIBAIOT-
Cq ABTOMATUYECKH BO BPEMA OIEPALMNA BOCCTAHOBJIEHUSA
TOJIBKO, €CIH JOCTYIHBI HEOOXOJUMBIE I HUX pacHIn@-




POBBIBAHUS KJIIOYH, — BBOAMMBIC ITOJIb30OBATC/IAAMU I1APOJI
wny ¢ nomolpio Oracle Encryption Wallet.

g ncnonb3oBanud mu@posanusg ¢ RMAN, mapameTp UHU-
nuanudayy COMPATIBLE B meneBoii 6a3e JaHHBIX JOLKEH
OBITh YCTAHOBJIEH KaKk MUHUMYM Ha 10.2.0.

Korpga wucnonesdyercss KoMmanja “backup backupset”
C 3amM@POBAHHBIMHA PE3ZEPBHBIMU HAOOPAMH, PE3EPB-
HBIE HA0OPBI KOMHMPYIOTCA B 3alU(PPOBAHHOM BHAE. Tak
Kak “backup backupset” mpoCTO KOMHPYET YK€ 3amudpo-
BAHHYIO PE3EPBHYIO IIPOrPAMMy Ha JIUCK WJIN MarHUTHYIO
JIEHTY, TO B XOJIc onepanyu “backup backupset” He HyKEH
HUKAKONU KIIOY PACHIM(POBBIBAHUA, U JAHHBIE HUKOTJA
HE PacuPOBBIBAIOTCS B X0/1€ KAKOM-JINO0 YACTH IIPOIIEC-
ca. Komanya “backup backupset” He MOXET HHU 3aU@PPO-
BATbh, HU PACMIU(POBATH PE3CPBHBIC HAOOPHL.

Ecim HEKOTOpBIE CTONOLBI 643bI JAHHBIX 3aMH(POBa-
HBI IIPU UCHONb30BaHUU Transparent Data Encryption u
CKOIMPOBAHBI C TTOMOIIIBIO PE3EPBHOIO MU(MPOBAHUA, TO
3TH CTONOLBI O6YyyT BTOPUYHO 3aMU(MPOBAHBI BO BPEMA
KONUPOBaHMA. Korma pe3epBHbIE IPOrPAMMBI PaCIIU(PO-
BBIBAIOTCS BO BPEMSI BOCCTAHOBJIEHMSA, 3AMMN(PPOBAHHBIE
CTOJIOIBI BO3BPAIIAIOTCA K CBOEMY MCXOJHOMY Buay. Ecim
HE YCTAHOBJIEH OIIPEAEIIEHHBIN ANTOPUTM MIM(PPOBAHUS,
TO IO YMOJTYAHHIO NPHUMEHAETCA 128-OMTHBIN AJITOPUTM
mudposanus AES.

MeTtogb! wndgposaHms RMAN

RMAN npearaer Tpu METOAA MU(MPOBAHMS: ITPO3PAYHBIA
METOZ, METOJ, TAPOJIEX, U KOMOMHUPOBAHHBIN MeTOJ. O6a
METOJA, MPO3PAYHBIA U KOMOMHHUPOBAHHBIN, IIPEIyCMa-
TPUBAIOT UCNONb30BaHUE Oracle Encryption Wallet.

[Npo3pa4vHoe LWndpoBaHne pe3epBHbIX KOMUM

[Ipo3pauynoe mmM@pPOBAHNUE CIIOCOOHO CO3[ATh M BOCCTA-
HOBUTBH 3AMU(PPOBAHHBIE PE3EPBHBIE KONMUU 6€3 BMEIIA-
TeNbCTBA DBA, ecmn JOCTYIIHA MHAPACTPYKTYpPa CHUCTEM
VIIPABIEHUA KIodaMu. [Ipo3pauHoe mu@poBaHUE JTydIlne
BCETO MOAXOAUT A €XKEAHEBHBIX ONEPALMHA PE3EPBU-
pOBaHMsA, IJI€ PE3EPBHBIE KOMHUM BOCCTAHABIUBAIOTCA B
TOI K€ 0a3€ JAHHBIX, U3 KOTOPOH OHU OBLIN CKOIIHUPOBA-
Hbl. [Tpo3payHoe muU@dPOBAHUE — METOJ], UCIOJIb3YyEMBIH
10 YMOJIYAHHUIO, U MUdpoBaHusa B RMAN.

IIpy HUCHOJIB30BAHUU TIPO3PAYHOIO IMMU(PPOBAHUA IIPEJ-
BAPUTEIBHO HEOOXOJAUMO YCTAHOBUTH U HACTPOUTH Oracle
Encryption Wallet, Tak Kak ONHMCAHO B JOKYMEHTAIIUH
ans Oracle Transparent Data Encryption. ITocie Toro xak
Oracle Encryption Wallet ycTaHOBIEH, 3aIIM(PPOBAHHBIE
PE3EPBHBIE KOITUU MOTYT OBITh CO3/IaHBI U BOCCTAHOBJIEHEI
06€3 JTaTbHEMIIIEro BMenaTeapcTBa DBA.

Pe3epBHble Konuu, 3alLumMdgpoBaHHble NPy MOMOLLN
napons

Incpposanue Npu NOMOIIU ITaposd TpebyeT, 9Toos DBA
BBOJIWJI ITAPOJIb NIPH CO3JAHUMU U BOCCTAHOBJIEHUHN 3AIIU(-
POBAHHBIX PE3EPBHBIX KONHH. BOCCTAHOBIECHUE PE3EPB-
HBIX KOIHH, 3aIMMU(PPOBAHHBIX MIPH ITOMOIIU MAPOJIA, TPe-
OyeT TOT K€ MaPOJIb, KOTOPBII UCIIOJIb30BAICA /I CO3/1a-
HUA pe3epBHOI Konuu. HInpposaHue ¢ maposiem MOJIE3HO
JUIL PE3EPBHBIX KOIWM, KOTOPBIE OYAyT BOCCTAHOBJIEHBI
B YAAJIEHHOM MECTE, HO KOTOPBIE JOJDKHBI OCTABATh-
Cd 3AIIUIIEHHBIMM BO BpeMsa nepegaun. HIudposanne
C UCITOJIb30BAHUEM ITAPOJIEN HE CTOUT UCIIOIb30BATH IIOCTO-
aHHO. Oracle Encryption Wallet He TpebyeT HACTPOMKH
B CJIy4ae, €CAU IAPOJIbHOE IMH(PPOBAHUE ITPUMEHAETCS
OJHOKPATHO.

Ecmm BBl 3a0bUIH, WIM YTPATWINA IAPOJb, KOTOPBIA BbI
UCHONb30BAIN I MU(MPOBAHUA PEEPBHON KOIIHNH,
3aMU(PPOBAHHON IIPHU MOMOIIU MAPOJId, BOCCTAHOBUTH
PE3EPBHYIO KOIUIO BBl HE CMOMKETE.,

I IPUMEHEHUSA IAPOJIBHOIO MMU(PPOBAHUA, BOCIIOIb-
syrrech koMagaod "SET ENCRYPTION ON IDENTIFIED
BY password ONLY” HaxoJsIIencss B KOMaHAHbIX (pariax
RMAN.

Pes3epBHble Konuu, 3aimgpoBaHHbIe
KOMOVHMPOBAHHbIM METOLAOM

PesepBHBIE KONNH, 3aIMU(PPOBAHHBIE IIPU MTOMOIIU KOM-
OMHUPOBAHHOIO METOAA MHM(MPPOBAHUA, MOTYT OBITb BOC-
CTAHOBJIEHBI JIMOO C OMOIIBIO MTPO3PAYHOIO METOJA, JIMOO
MpY IIOMOIIM BBO/JA MAPOJIA. Pe3epBHBIE KOIINH, 3aH(pPO-
BAHHBIE MIPU ITOMOIM METOJA KOMOMHHPOBAHHOTO (-
POBaHUsA, ONE3HBL, KOTZA BbI CO3[JAETE PE3EPBHBIE KOIINH,
KOTOPBIE OOBIYHO BOCCTAHABIMBAIOTCA HA MECTE, UCIOJIb-
3ysa Oracle Encryption Wallet, HO KOTOpPBIE TIEPHOJUYECKHU
HEOOXOJIUMO BOCCTAHABIMBATH JUCTAHIIMOHHO, TAM, TIE
Oracle Encryption Wallet He 1OoCTynIEH.

Korja BOCCTAHABIMBAECTCS PE3EPBHAs KOIUS, 3aU@po-
BAHHAS [IPU IOMOIIINM KOMOUMHHUPOBAHHOT'O METO/1A MNP PO-
BAHUS, Bbl MOXKETE UCIIOIb30BATh OO Oracle Encryption
Wallet, 1160 maposns.

Ecmm BBl 326BUIM WIM NOTEPSJIM MAPOJb, KOTOPBIA BbI
UCIIOJIb30BAIM I MU(MPOBAHUA PE3EPBHON KOIHMU KOM-
OMHUPOBAHHBIM MeTosoM, U Oracle Encryption Wallet
TAKKE YIPAYEH, TO Bbl HE CMOKETE BOCCTAHOBUTD JAHHbBIE
U3 3aHU(PPOBAHHON PE3EPBHOM KOITUH.

[J1s1 CO3aHMS pE3EPBHBIX KON KOMOMHUPOBAHHBIM METO-
oM, yrkaxutTe koMmany SET ENCRYPTION ON IDENTIFIED
BY B RMAN-CKpHUIITAX.
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PacLumpeHme pyHKUMOHaNbHbLIX BO3MOXXHOCTEMN
NPO3paYvHoOro LWMpoBaHUsA AaHHbIX

Oracle Database 11g Advanced Security Transparent Data
Encryption BKIIOYA€T B CEOS HECKONBKO BAKHBIX JIOPAOO-
TOK.

Moppep>XKka AOMONHUTENbHbBIX TUMOB AAHHbIX

Oracle Database 11g Advanced Security Transparent Data
Encryption nojaepKuBaeT mMu@poBaHUE HOBOT'O THUITA JAH-
Hbeix Oracle Database 11g SecureFiles. D10 1aeT BO3MOX-
HOCTBb TMPO3PAYHOTO MHUMPOBAHUS, 1T OTCKAHHUPOBAH-
HBIX MCAUITMHCKUX CHUMKOB, TJOTOBOPOB U IPYI'UX BA’KHBIX
JIOKYMEHTOB, COXPAHECHHBIX B 6A3€ JIAHHBIX.

LLndpposaHne TabnmM4yHOro NpocTpaHcTea

B Oracle Database 11g mna onummn Advanced Security/
Transparent Data Encryption IOABHMJIACH IOAJEPK-
Ka MM@MPOBAHUA TAOIUYHBIX IIPOCTPAHCTB 643 JAHHBIX.
npposanue TAOIUIHOIO NPOCTPAHCTBA O3HAYAET, YTO
BCE €r0 OOBEKTBI MOTYT OBITh MPO3PAYHO 3AMHU(PPOBAHBI
Ha YPOBHE OJIOKOB. BIIOKM JaHHBIX OyIyT IIPO3PAYHO PaC-
MHUOPOBAHBI IIPU YTEHU.

MoryT 6bITh 3aMMU(PPOBAHBI TOJBKO HOBBIE (BHOBb CO3/1a-
BAEMBIE) TAOIMYHBIE IIPOCTPAHCTBA.

SQL> CREATE TABLESPACE securespace DATAFILE '/
home/user/oradata/secure01.dbf' SIZE 150M ENCRYPTION
USING 'AES192' DEFAULT STORAGE(ENCRYPT);

Bce 06bexThI 62361 JAHHBIX, CO34ABAEMBIE B HOBOM TAOIY-
HOM IIPOCTPAHCTBE (IIEPEMEIAEMBIE B HETO) OYAYT 3aIIHd-
poBaHbl. IIpU MCHONB30BAHUU MU(PPOBAHUA TAOIUIHOTO
MNPOCTPAHCTBA CHUMAIOTCA OTPAHHUYEHHA IO BHEIIHEMY
KJIIOYY, XaPAKTEPHBIE JIJIA MTHU(PPOBAHUA 110 CTOIOIIAM.

AnnapaTtHble mogynu 6e3onacHocTn (HSM)
3aLMTbl MacTep-Knoya

[l o6ecnieueHnss COOTBETCTBUSA €11 OOJIEE€ CTPOTUM MeEPa-
MM OE30IMACHOCTU MACTEP-KIIOY MOXKET OBITb COXPAHEH
B cooTBeTCTBYIOmEM cranaapty PKCS#11 HSM-yCcTponcTse,
KOTOPOE MO3BOJIAET MHOMKECTBY 043 JAHHBIX WA KOIUAM
6a3bl JaHHBIX B cpese RAC ¢ OJMHAKOBBIMU 3a1IN(PPOBAH-
HBIMU JTAHHBIMHU, OOMEHHBATHCA OJUHAKOBBIMU MACTEP-
KnovaMu mudposanusa. C BBEJJEHHEM KoMiaHuen Oracle
HONJIEPKKN yCTPOUCTB cranmapra PKCS#11, KiIMeHTHI
MOTYT BBIOUPATb U3 OIPOMHOI'O MHOXKECTBA MOCTABIIUKOB
HSM-yCTpOHCTB.
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Korpma Heo6xoaumMo 06€CeunTh MEPEXO]] OT MU(MPOBAHUA
Ha ypoBHE cTon6110B (1pu nnomomu TDE B Oracle 10g R2)
K MMU@MPOBAHUIO TAOIUYHOrO mnpocrpancrsa (Oraclellg
R1), ciiepyer BBIIIOJHUTD OIIEPALIUIO CMEHBI KJII04d, KOTOPAsd
TEHEPUPYET HOBBIA MACTEP-KIIOY I 3aMH(PPOBAHHBIX
CTONOLOB M CO3[A€T HOBBIN MACTEP-KIIOY JUIA MH(PPOBA-
HUS TAO6JIMYHOI'O IIPOCTPAHCTBA.

[Tpy U3MEHEHUM CITIOCOOA XPAHEHUA MACTEP-KIIOYA IHU(-
poBaHuA B (parie, HA CIIOCOO XPAHEHHUE €TI0 B YCTPOICTBE
HSM, BBITTOTHUTE CJIEAYIONIUE MIATH:

1) 3aHOBO CO3manTe MACTEP-KIIOY I T€HEPAIUN KII0Ya
MU@MPOBAHUA TAOTUYHOIO NPOCTPAHCTBA, HA CIIy4dar,
€CJTH TO3KE OH BAM ITOHAJOOUTCS

2) M3menwnre arin sqlnet.ora:

ENCRYPTION_WALLET_LOCATION=
SOURCE=(METHOD=HSM)

3) SQL> alter set key identified by "<user_id:password>" migrate
from <wallet password>

<user_id:password> is the authentication information for the
HSM device.

LLndposaHme DataPump

[Ipo3payHoe MUPPOBAHUE JJTAHHBIX MOXKET ObITh IPHUME-
HEHO C NOMOHIbIO yTuauTel Oracle Datapump. DTO HOBas
dyukuua B Oracle Database 11g. [ AONOJIHUTENBHOMN
UHMOPMALIMU CM. JOKyMeHTanuIo Oracle Datapump.

Mognepxka onsa Oracle Streams v norn4eckoro
pe3epBnpoBaHUs

Oracle Database 11g Advanced Security TDE nogaep:xusaer
TexHosioruto Oracle Streams M JIOTMYECKOE PE3EPBHUPOBA-
Hue 6a3 ganHblxX (logical standby), B TO Bpems, Kak Oracle
Database 10g Release 2 Advanced Security TDE o6ecnieun-
BAET MOJJIEPKKY TOJIBKO (prusmueckoro (physical standby)
PE3EPBHUPOBAHIISL

LLIncpbpoBaHue gaHHbIX Npu nepegade rno cetu

Oracle Advanced Security o6ecrieduBaeT 0€30MaCHOCTb U
KOH(PU/ICHIIMAIBHOCTD JIAHHBIX B CETH, YCTPAHSS yTE€d-
Ky JAHHBIX, IOTEPIO [NAHHBIX, IIPOTHUBOACUCTBYd aATdKaM
o moAMeHe MHGOPMAITUN WA ATaKaM THIIA «Person-in-
the-middle». Bce kananbl cBas3u B Oracle Database moryr
ObITh 32U poBaHEbI ¢ noMobio Oracle Advanced Security.
[u1s1 623 AAHHBIX, COIEPIKAIMX HANOO0IEE BAXKHYIO UH(POP-
MAIIFIO OTPAHIYEHHUE JIOCTYIIA 32 CUET CTPOTOM ayTEHTHU(DH-




KALUU SIBJIAETCS IIEPBBIM PyOEKOM MHOTOYPOBHEBOX 3111~
ThL. Oracle Advanced Security o6ecrieunuBaeT psiji pEIICHUN
JUISL CTPOTON ayreHTU(pHUKaMy, BKIodas Kerberos, nadpa-
CTPYKTYPY OTKPBITHIX Kmouert, RADIUS u DCE mia Oracle
Database 10g.

[NpOMBILNEHHBIN CTaHOapT WndpoBaHUs n
KOHTPOMS LeNOCTHOCTU OaHHbIX

Oracle Advanced Security 3alMIIA€T BCE BXOJSIINE U UCXO-
pamye KaHansl cesa3u B CYB]] Oracle. [Ipeanpusatus uMeer
BBIOOD MEKAY UCIOIB30BAHHUEM POJHBIX AJITOPUTMOB HIH(-
poBanus/obecrnedeHns HenoctTHnoctu B Oracle Advanced
Security 1 SSL /1 3aMTBHI JAHHBIX B CETH. HeKoTOpbIE
THUIIUYHBIE CIIEHAPUU, TPEOYIOIINE CETEBOE MUPPOBAHUE:

e CepBep 6a3bl JAHHBIX JOJDKEH HAXOJAUTHCS 34 MEKCETE-
BBIM 3KPAHOM, U ITOJB30BATEIH MTOJIYYAIOT JIOCTYIT K CEP-
BEPY ITOCPE/ICTBOM KIIMEHT-CEPBEPHOI'O TPUIOKCHUS

o [lepegavya JAHHBIX MEXY CEPBEPHBIMHM MPIJIOKEHUAMNU
B DMZ 1 623011 TaHHBIX, KOTOPasd HAXOAWTCA 32 BTOPBIM
MEKCETEBBIM 9KPAHOM, JIOJIKHA OBbITh 3aIU(POBAHA.

ANTOPUTMBI POJHOTO MU(PPOBAHNA U OOECIIEUEHU LIETOCT-
Hoctu B Oracle Advanced Security He TpeOyIOT BHEJPEHUA
PKI. C kaxnoi nowieayiomed sepcueit B 106aBisioTcs
HOBBIE AITOPUTMBI HMIH(MPOBAHUA, TIO MEPE TOTO KAK OHHU
YIIy4IIalOT IIPOMBIIUIEHHBIE CBOMCTBA. ITocnennee 106as-
nenue — a1o Advanced Encryption Standard (AES), yco-
BEPHIEHCTBOBAHHBIN B IUIAHE OE30MMACHOCTH AJITOPUTM U
BBITONMHAEMBIN BMeCTO DES. ITOHBIF CITMCOK aJITOPUTMOB
Encryption u Data integrity:

* AES (128,192 u 256 6ur)

* RC4 (40, 56,128,256 6ur)

* 3DES (2 u 3 wioua; 168 6ur)

* MD5

* SHA1

ndposanue Ha OCHOBE SSL TOCTYITHO AU TPEANPUATHH,
KOTOPBIE BBIOPAIN I UCIOJIB30BAHUA HH(PACTPYKTYPY
OTKPBITHIX KIouer. B Bepcun Oracle Advanced Security 10g
HOABWIACH NOAJEPrKKa TpoToKkona TLS 1.0 Oracle Advanced

Security mpenocTasisgeT Ha6op mU@PoB AES BMeCTE € 3a11y-
ckoM nporokosna TLS 1.0 B Oracle Database 10g.

SSL

Oracle BuHeApAET IPOTOKO SSL 1 MU(MPPOBAHUSA JAHHBIX,
KOTOPBIE NEPEAAIOTC U3 643 JTAHHBIX KINEHTOB B CYB/] u
o6paTHO. OH oxBarbiBacT JaHHbIe Oracle Net Services (OH
ke B iponuioM Net8), LDAP, Toncroro JDBC, u IIOP ¢op-
Mata. SSL IpeTOCTaBIAET MOAb30BATEIAM AJIBIEPHATUBHBIN
ucxopHomy nporokony Oracle Net Services crnoco6 mudg-
pOBaHUA, KOTOPBIM nojaepxusaerca B Oracle Advanced
Security (panee usBecTHbINI Kak Advanced Networking
Option), HauuHasa ¢ Bepcumn Oracle?. TIpeumymiectBo SSL
B TOM, YTO 3TO JEHCTBYIOIIMH crTanzapr HMHTepHera, u
MOZKET UCIIOJIb30BATHCA KIMEHTAMU, KOTOPBIE HE PAOOTAIOT
¢ nporokonamu Oracle Net Services.

B TpexXypOBHEBOI CUCTEME, NOAJEPKKA SSL B 6a3€ JaHHBIX
O3HAYAET, YTO OOMEH JAHHBIMH MEXKAY CPEJHUM YPOBHEM
1 0A301 JTAHHBIX MOXET OBbITh 3aMU(MPOBAH IIPU UCIIOJIb-
30BaHnM SSL. IIpoTokon SSL 3aBOEBAI JOBEPHE MTOIb30BA-
TEJNEN, U 3TO, BO3MOXKHO, HAUOOJIEE IMHUPOKO IPUMEHSE-
MBI U XOPOLIO HOHUMAEMBIA B UCIIOIb30BAHNU IIPOTOKOJI
Ha CEroAHAmHUMN JgeHb. [IporpamMmHas peanusanusa SSL
B Oracle noaJep:KUBAET TPU CTAHAAPTHBIX METOJA AyTEH-
TAMHUKAIIUY, BKIIOYasg AHOHUMHBIA MeTon (Judpdpm —
XeJIMaH), TOJIBKO CEPBEPHYIO AyTEHTU(PUKAIIUIO, UCITOJIb-
3yl IPOTOKONBI X.509 certificates, 1 B3aUMHYIO (KIHMEHT-
CEPBEPHYIO) ayTeHTU(PUKAHIO € X.509.

Oracle Application Server Taxke noggepxusaer SSL mmd-
POBaHHE MEXITY TOHKMMH KIreHTamu 1 Oracle Application
Server, Tak jxe Kak Mexxy Oracle Application Server u Oracle
Data Server. Kak u B Oracle, aHOHUMHAs, TOJIBKO CEPBEPHASA
U KJIUEHT-CEPBEPHAS AYTCHTU(MUKAIINIS HO/ICPKUBACTCS
X.509.

BesonacHocTb JDBC

JDBC, unTtepdeiic Java, KOTOPbIF OOECIIEUYUBAET COCIHNHE-
HUE C PEJIIMOHHON 04301 JAHHBIX U3 IPOIPAMM Java. Sun
Microsystems 1 komranusa Oracle COBMECTHO OINPENETUIN
cragaapt JDBC, a Oracle, kKak MHAWUBU/YAJIbHBIN IIPOBAT-
JIep, JONOMHAET U PACHIUPAET CTAHJAPT IIPU TTIOMOIIH CO6-
crBeHHBIX JDBC-apaisepos. Oracle UCIONb3yeT Ba THUIA
JDBC ppaiisepos: Toncteie JDBC-gpariBepa, HaICTPOEHHBIE
nosepx kmmeHra C-based Oracle Net Services, 1 TOHKUE
(aucras Java) JDBC-gpariBepa i HOAJEPKKH 3arpysKae-
MBIX IIPUIOXKEHUI.

B cBasu ¢ rTem, 4ro TONCTBI JDBC MCIONb3yeT NOJIHBIA
cTeK nepepayu ganHeix Oracle Net Services i1 KIMEHTA U
CEPBEPA, OH MOXKET MCIOIb30BATh IPEUMYIIECTBA MHU(PPO-
Banusa Oracle Advanced Security 1 MEXAHU3MOB AyTEHTH-
pukanmu. Tak kak ToHkHe JDBC apaiBeprbl NpeaHasHave-
HBI JUI UCTIOJIb30BAHUA C 3aIPYKAEMBIMU TTPWIOKEHUSAMU
B MHurepHere, Oracle Bxmouaer 100% peanusanuio Java
B mu@pposanuu Oracle Advanced Security 1 anropurmax
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obecrieueHust OCJIOCTHOCTH, AJIA UCIIOJIb30BAHMA C TOHKH-
MU KIIMCHTAMM.

lMpocTtasa KoHurypaums, 6e3 NsMeHeHuin
NPUNIOXEHNI

Hacrporika napamerposB CETU I CepBepa M/WIN KIUEHTA
JTA€T BO3MOKHOCTDb IIPUMEHEHMA (DYHKIIUI MUMPOBAHUA/
LEIOCTHOCTH. BONBIIMHCTBO NPEAIIPUATHI, MOIYT JIETKO
MIPUMEHATD 3Ty TEXHOJIOI'HIO, IIOCKOJIBKY OHA HE TPEOYET
U3MEHEHHUU B IIPUJIOKECHUM.

Cpegnctsa ctporon ayteHTumkauyum Oracle
Database 10

HeCaHKIIMOHMPOBAHHBIN JAOCTYI K MH(MOPMALMUA — 3TO
O4Y€eHb CTapas npoodiemMa. CEroHA AEIOBBIE PEMIEHUS IIPH-
HUMAIOTCSI HA OCHOBE MH(pOpMAIIMY, COOPAHHOU U3 TEpa-
0anTOB JJOOBITBIX JAHHBIX. 3AITUTA BAXKHON MH(OPMAIIUN —
3TO BAKHENINI (DAKTOP CIIOCOOHOCTU OGU3HECA OCTABATHCS
KOHKYPEHTOCIIOCOOHBIM. JIOCTYIT K KJIIOYEBBIM XPAHMWIH-
1AM JJAHHBIX, TakuM Kak Oracle Database 10g, koTOpbI€
MOL'YT COJIEPKATH IIEHHYIO HH(OPMAIMIO, JOLKEH OBITh
MNPENOCTABIEH TOJBKO TOIJA, KOIZIA ITOJIb30BATENN HICH-
TU(PULIMPOBAHBI U TIPOILIN AyTEHTH(MUKALIUIO. [IpoBepKa
[IOJIb30BATE/IBCKON HJIEHTU(PUKAITMOHHON HHMOPpMAIUHN
OAPA3yMeBAET COOP OOJIBIIEIO KOJIMYECTBA MH(POPMAIIH,
HCXC/IN CTAHAAPTHBIC UMS ITOJIB30BATC/IA U ITAPOJIb. Oracle
Advanced Security npegocrasnger (pupMaM BO3MOKHOCTD
YCWIUTh UX CYIIECTBYIOIIME HH(PPACTPYKTYPHl 6€30114C-
HOCTH, TAKHE KaK TexHosorusa Kerberos, UnppacTpykrypa
Orkportbix Kimoueii (PKI) u RADIUS s cpeacTs CTporou
ayrentugukanuu Oracle Database 11g. CIMCKH aHHYIH-
POBAaHHBIX CEPTUMHUKATOB MOIYT OBITh COXPAHEHBI B (Dari-
JgoBOM cucreMe, Oracle Internet Directory MM UCHONb3Ys
ITynkrer Pacipenenenusa CRL (CRL Distribution Points).

Criocob6HOCTh cepBepoB Oracle Database wiu KIHMEHTOB/
I1OJIb30BATEJIEHM HCIOJIb30BATh PEKBU3UTHL JocCTya PKI,
COXPAHEHHBIE B CMAPT-KAPTE€ WIM APYIOM 4IIapPaTHOM
MOZAYJIE IIAMATH, UCIIOJIb3Ys OTPacieBOM cranaapt PKCS#11.
DTO OCOBGEHHO TIONIE3HO UIA MOJNb30BATENEN, TAK KAK ITO
NPEAOCTABIIAET MOOWIBHBIA JIOCTYII K 6a3€ JAaHHBIX 4epe3
MPIIOKEHHUA TUITA KJIEHT-CEPBEP WIN BEO-UHTEPPEAC.

COXpaHEHUE PEKBU3UTOB JIOCTYNId CEPBEPA B AIIIAPATHBIX
MOJY/ISIX OOECIIEYMUBAET JOIOIHUTEIBHBIN YPOBEHb O€3-
OIIACHOCTH, KOTOPBIH TPEOYIOT HEKOTOPBIE BHEIPECHHBIC
CHUCTEMBI.
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AyTeHTudmkauma Kerberos

Oracle Advanced Security Brimodaer kiueHT Kerberos,
COBMECTHMBIN C MAHAATOM TeXHOoJioruu Kerberos v5, KoTo-
pasg muzgana MacCauyyCETCKMM TEXHOJIOTMYECKUM HMHCTH-
TyroM (MIT). Bepcusa 5 cOBMECTHMA C JTIOOBIM CEPBEPOM
Kerberos mnun Microsoft KDC. [IpeanpuaTis MOIyT IIPOAOJI-
JKATb PabOTATh B FETEPOT€HHON CPEJIE, UCTIONB3YS PENIEHNE
Oracle Advanced Security. Kak TosbkO 62432 1aHHbIX Oracle
3aPETUCTPHUPOBAHA HAa CcepBepe TexHonorun Kerberos u
CKOH(UTYPUPOBAHA Ui NOJAEPKKU cepsuca Kerberos
Service, MONB30BATENN MNPENIPUATAS MOTIYT NPOUZBECTH
AYTEHTU(PUKAIUIO B 6A3y JAHHBIX 0€3 KAKHUX-THOO JOIOJI-
HUTEJBHBIX CJIOXHOCTEN. OpPraHusanuy, KOTOPBIE YXKe
UCIIOJIB3YIOT cepBep TexHonoruu Kerberos n ero aganrep,
MOTYT NIEPEMECTUTH CBOUX BHEMIHUX IOJIb30BATENIEN 6A3bI
JAaHHBIX B KATAJIOT, 9YTOOBI U3BJIEYD BBITOZTY OT ICHTPAJIM30-
BAHHOT'O YIIPABJICHUSA ITIOJIB30OBATCIAMMI.

PacLumpeHnsa pyHKUMOHANbHBIX BO3MOXHOCTEN
TexHonorun Kerberos

Pacmupenne (PyHKIMOHAJIBHBIX BO3MOXKHOCTEN Oracle
Database 11g Advanced Security Kerberos BKIIO4aIoT Moj-
JIEPKKY JUIA OCHOBHBIX MMEH 10 2000 CMMBOJIOB B JIVMHY.
Kpome Toro, Oracle Database 11g Advanced Security nipe-
JIOCTABJIIET TIO/ICPKKY OOIACTEH MEPECCUYCHUST TEXHOIO-
rumn Kerberos, pazpemaionmyo aMUHUCTPATOPAM JOCTYIIA
Kerberos B OHOIM 067aCTU TIOATBEPAUTH HOJJIUHHOCTD
agMUHUCTPpATOPam Kerberos B Apyror o6macTu.

Bor npumep coszmanHusa nonb3osatens Oracle ¢ BHENTHEN
ayreHTU(pUKanuen. Mmsa nomb3oBaTesa JOJDKHO COOTBET-
CTBOBATD IOJIL30BATEMIO Kerberos.

SQL> CONNECT / AS SYSDBA,;

SQL> CREATE USER "KRBUSER@SOMECO.COM"
IDENTIFIED

EXTERNALLY; SQL> GRANT CREATE SESSION TO
"KRBUSER@SOMECO.COM";

[ToskanyiicTa, OOpaTUTECH K PYKOBOJCTBY a/IMUHHUCTPATOPA
Oracle Advanced Security st JODOTHUTENBHON HUHQOP-
MalUy IO HACTPOMKEe 06a3bl JaHHbIX Oracle u KiMeHTa
s ayrentudguxkanuu Kerberos.




Moppepxka PKI

Kmuent SSL B Oracle Advanced Security MOXET HUCIHOJIb-
30BaTbCA B MOOOM PKI, KOTOPBIH ABIAETCA COBMECTUMBIM
C OTPACJIEBBIMU CTAHAAPTAM M COOTBETCTBYET CTAHAAPTY
3anpocoB ceprudurrara PKCS7 1 BBIIYCKYy CEPTU(PUKATOB
X509v3. Oracle Advanced Security npeyCMaTpyUBaET aall-
Tep Entrust, KOTOpPBIN MO3BOJSIET OU3HEC-TIPUIOKEHUSIM
ncnoab3oBaTh Entrust PKI coBmecTHO ¢ 623011 JaHHBIX
Oracle 11 (¢ Oracle Database 11g).

Oracle WalletManagermpo1o/LKaeT ObITb MHCTPYMEHTOM JITIS
UCIIOJIb30BAHUS 3AMPOCOB CEPTU(PHUKATOB M JPYIHUX 3374a4
VIIPABIEHUSA CEPTUMUKATOM [UIi KOHEUHBIX IIOJIb30BATE-
J1ei. JJOTIOJIHUTEIbHBIE YTUINTBI KOMAHAHOM CTPOKHU, KOTO-
pbl€ IOMOI'AIOT B yIIpasaecHUHU CIIMCKOM AHHYJIMPOBAHHBIX
Ceprudukaros (CRLs) u npyrux onepanuil Oracle Wallet
TAKKE JJOCTYITHO B 3TOM BBIITYCKE.

Crincox AHHYIHMPOBAHHBIX CEPTU(PUKATOB, PA3MEIEHHBIN
Ha LDAP cepsepe, darinosas cucrema win URL, mogaepKu-
BaroTCsA UH(MppacTpykrypoit Oracle SSL.

Moppepxka PKCS#12

Oracle Advanced Security NOALEPKHUBAET CEPTUMHUKATHI
X.509 coxpanennsle B KoHTenHepe PKCS#12; obecneunsas
Hakonuremo Oracle moaaep:KKy MPWIOKEHUI 3-X (PUPM,
TakuX Kak Netscape Communicator 4.x u Microsoft Internet
Explorer 5.X, U NPEFOCTABIIAA HAKOIIUTEIIO MOOWIBHOCTD
B PAMKAX ONEPAIUOHHBIX CHUCTEM. Ilonbp3oBaTENN, KOTO-
pble UMEIOT CYLIECTBYIOLUE yyeTHbIe JaHHble PKI, Moryr
UX 9KCIOPTHUPOBATDH B (popmare PKCS#12 1 MHOTOKpPaTHO
UCIOJIBb30BATh B Oracle Wallet Manager, 1 HA060pOT. Takum
ob6paszoMm PKCS#12 ysennunsaeT (DyHKIIMOHAIBHYIO COBME-
CTUMOCTb U YMEHbBIIAET CTOMMOCTb paszBeprbiBaHusa PKI
JUI OPTAaHU3AIUN.

Mopnepxka PKCS#11, CmapT—kapTbl/
AnnapartHble Mogynn besonacHocTu

Oracle Wallet — 3TO IPOrpaMMHBIIT KOHTEUHED, KOTOPBIHA
COZIEPKUT B CEOE CEKPETHBIA KIIOY U JIPYIHE JTOBEPH-
TENbHBIE MIYHKTHI ceprudurara. Oracle Advanced Security
10g ob6ecnednBaeT MOANEPKKY OTPACIEBOIO CTAHAAPTA
PKCS#11. D10 O3BOJIAET CO34aBATb U XPAHUTL CEKPETHDIC
KJIIOYH, KOTOPBIE PAaHEE XPAHWINCH B (DAMJIOBOIM CUCTEME,
B 6€30MACHBIX YCTPOUCTBAX, TAKUX KAK AIIIIAPATHBIN MOJTY/Ib
O€30ITaCHOCTH WA CMAPT-KAPTa, KOTOPBIE JOCTYIIHBI
HAa PBIHKE.

AyTeHTudmkaumsa c ucnono3osaHvem PKI ons
Oracle Database 10g Enterprise Users

Haumnag ¢ Oracle8i, Oracle Advanced Security nojaepsxu-
BAET AyTEHTHU(PUKALIUIO JIJIS [IOIb30BATENIEN KATAIOra K 6a3e
JaHHbIX Oracle, nCnonb3yda HUQPPOBLIE CEPTUMHUKATDL, XPa-
HAIUECS B KATAJIOTE.

Oracle pacmupser uarerpanuio PKI 1 (PyHKIMOHAIBHYIO
COBMECTHMOCTD IPH ITOMOITH:

* [Tonmepxku PKCS#11

* Xpanenue Haxkonurens B Oracle Internet Directory

* MHOKECTBEHHBIX CEPTU(PUKATOB HA OCHOBE HAKOITUTEA
* YCTOMYUBOTO MU(PPOBAHNA HAKOITUTEIA

e Cepsepa ceprudukaToB OracleAS

XpaHeHue kntoyen nonb3osatens B Oracle Internet
Directory

Co3/JaHME TIOJIb30BATEIbCKUX <«TYOYCOB» I XPAHEHUA
xmouert B Oracle Enterprise Security Manager — 4acTb Ipo-
[IECCA PETUCTPALM [OJb30BATENA. XPAHEHHE KIIOYEN
OCYIIECTBISIETCA B cipaBoyHuKe Oracle Internet Directory
WIH IPYTrOM COBMeCTUMOM ¢ LDAP katasore. Oracle Wallet
Manager MOXKET 3arpyXaTb «Tyoycbl> B LDAP u ussie-
Kartb ux u3 LDAP. CoxpaHeHue «rybyca» sl KIIOYEH
B LEHTPANNU30BAHHOM LDAP-kKaTasmore noaaepKuBa-
€T MNEPEABUKEHUE IONb30BATENEH, MO3BOJAAL MOTY4ATh
JIOCTYII U3 JIIOOOM TOYKH MECTOIIOJIOKEHMS WIH C JII0OOTO
YCTPOHCTBA YCTPOUCTB. DTO OOECIEUYMBACT HENPOTUBO-
PEYNUBYIO U HAAECKHYIO AYyTEHTU(PUKAIIUIO ITOJIb30BATENS,
MNPEJOCTABIIAA HEHTPAIU3OBAHHOE YIIPABJICHUE «TyOYCOM»>
JUI XPAHEHUA KIIOYEN HA IMPOTSHKEHUH BCETO JKU3HEHHO-
IO LIIMKJIA HAKOIIUTETA.
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Mopoep>xka MHOXeCTBa cepTUdMKaToB

Oracle Wallets moiep:KMBaeT MHOXKECTBO CEPTU(PUKATOB
H2 HAKOITHUTEJIE, BKJIFOYAST:

* CepTU(UKAT TOAIIUCH TPOTOKONA S/MIME;
e CepTrUUKAT KOJUPOBAHUS IPOTOKOJA S/MIME;
e CepTrU(UKAT, HOAIUCHIBAIOIINHI KO/,

Oracle Wallet Manager Bepcuu 3.0 TIOJIEP/KHUBAET MHOXKE-
CTBEHHBIE CEPTU(MHUKATHI OTJEAbHON U(PPOBON €IHUHUIIBI
B MACKE — C MHOKECTBEHHBIMH TAPAMH CEKPETHOT'O KIIIOYa
B MacKe (KaXIbl CEKPETHBINM KII0Y MOXKET COOTBET-
CTBOBATb TOJIBKO OJHOMY CEPTHU(PHKATY). DTO JAOIYCKAET
o6beTMHEHNE U 6osee 6e3onacHoe yrpasnaenue PKI nomHo-
MOYHMAMH OJIb30BATENEN.

Yctonymeoe wundgposaHue gaHHbix B Wallet

CeKpeTHBIE KIIOYH, CBA3AHHBIE C CePTU(PUKATOM X.509,
TPEOYIOT YCTOMYHUBOI'O HIU(PPOBAHMS 11O 6GE30I1ACHBIM KaH4-
snam. Oracle 3amenser DES-mudposanue TporiHeiM DES,
KOTOPBIN SBJISIETCS CYIIECTBEHHO 60J1€€ YCTOMYUBBIM AJITO-
PUTMOM HIU(PPOBAHUA U OOECHEYUBAET MOIIHYIO 3AITUTY
JUI XpaHeHus Kioder B Oracle.

lNoppepxxka npoTokona ayTeHTudumkaumm
(RADIUS)

Oracle Advanced Security cHabxeH npoTokosioM RADIUS,
KOTOPBIN no3posisieT Oracle DataBase 11 co6mo1aTh ayTeH-
TU(PUKAIIAIO U TTOJTHOMOYUA, YTBEPKAECHHBIE HA CEPBEPE
RADIUS. ®Ta (pyHKIIUA OCOOEHHO MOJIE3HA I (PUPM, KOTO-
pBI€ 3aUHTEPECOBAHBI B JBYX(DAKTOPHOM AyTEHTH(PHUKA-
UM, KOTOPAasA YCTAHABIMBAET Bally JIMYHOCTb HAd OCHOBE
TOrO, 4TO BbI 3HAa€eTe (11aposib mau [TMH — Kox) u ToM, 4eMm
Bbl Brageere (Kapry € INEPEMEHHBIM IIAPOJIEM), IIPENO-
CTABJIEHHYIO HEKUM IIPOU3BOJUTEIEM KAPT C MHEPEMEH-
HbIM ntaponem. RADIUS (RFC #2138) 310 pacnpocTpaHeH-
Has CHUCTEMA, KOTOPAs OOECIIEYUBAET YJAJIEHHBIA JTOCTYII
K CETEBBIM CJIY’KOAM M JAABHO IIPU3HAHHA KAK OTPACIEBON
CTAHJAPT JUIA YAAIEHHOIO U KOHTPOJIHPYEMOIO JOCTYIA
K cetu. [Tonmnomouuns: nonws3osaresst B RADIUS u undop-
Manua JA0CTyna onpeaenensl Ha cepsepe  RADIUS
JUISL TOT'O, YTOOBI JATh BO3MOXKHOCTDb 3TOMY BHENTHEMY CEP-
BEPY BBINOJIHUTD AYTEHTU(PUKAITAIO, AaBTOPU3ALUIO 1 YUET,
KOI'7Ia 3TO TPeOYyETCsL.
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opneprxka RADIUS B Oracle — 310 peanusanus npoTo-
kosoB xkimeHTa RADIUS (RADIUS Client), KOTOpBIE [AIOT
BO3MOKHOCTb 043€ [JaHHBIX IIPEAOCTABUTDH IIOJIb30BATE-
saM RADIUS ayTeHTU()PUKAIUIO, AaBTOPU3ALUIO M CITYKOBI
yuyeTa. OHU HOCBUIAIOT 3AIPOC AYTECHTU(MPHUKAIIUN HA CEPBEP
RADIUS u A€HACTBYIOT B COOTBETCTBUU C OTKIMKAMU CEPBE-
pa. AyreHTu@pUKAUsI MOXKET MNPOU3OUTU B CHMHXPOHHOM
WIN ACUHXPOHHOM PEXUME AyTEHTHU(PUKALIUN U ABJIACTCA
4aCcThIO KOH(pUrypanuu Oracle mia nogaepxku RADIUS.

Oracle Advanced Security mpegoCTaB/sIET IOJIb30BATE-
M RADIUS ayreHTU(HUKAIUIO, PA3PENICHUSI dBTOPHU3a-
UM, coxpaHeHHble B RADIUS 1 OCHOBHBIE CITyKOBI ydeTa
pu OOpameHuu K 6a3e JaHHbIX Oracle .

3aknio4yeHue

MndpoBaHuEe — 3TO KIIOYEBOU KOMIIOHEHT KOHIICHIIUU
MIyOOKOU 3amuThl. Oracle mpojgo/pKaeT pa3pabaTbiBATh
MHHOBAIIMOHHBIC PCHICHUA, 9TOOBI TTOMOYb KIHEHTAM
COOTBETCTBOBATH BCE OOJIEE U OOJIEE CTPOTUM TPEOOBAHUAM
6€30IMACHOCTH IO OXPAHE JAHHbIX PIL

KoMnaHuu pPO3HUYHOM TOPIOBIU MOIYT HCIIOJIb30BATH
Oracle Advanced Security TDE, 4TOObI COOTBETCTBOBATH
TpeboBanusaM PCI-DSS, B TO BpeMsa Kak ydeOHBIE M 3/pa-
BOOXPAHUTEIBHBIE OPraHU3ALUN MOTIYT HCIIOJIb30BAThH
TDE g 3ammuThl HOMEPOB COIMAIIBHOI'O CTPAXOBAHMSA
U npouer BaKHOU mH@opManuu. HIudposanue uUrpaer
OCOOEHHO BA’KHYIO POJIb B 3AIIUTE JAHHBIX IIPU IEPECHLI-
ke. Oracle Advanced Security Network 3amuinaer JaHHbIE
NPU NEPECHUIKE IO BHYTPUKOPIIOPATUBHOM CETHU OT CETE-
BOTO IIPOCJIyIIUBAaHUA U Mogudukanun. Oracle Advanced
Security TDE 3amuinaer BaKHYIO HTH(POPMALIUIO HA JHUCKO-
BBIX M PE3EPBHBIX HOCUTENAX OT HECAHKIIMOHUPOBAHHOTO
JIOCTYTIA, TIOMOTI'asd YMEHBIIUTD YIIEPO OT YTEPSHHBIX HJIH
TMOXUIIEHHBIX HOCHUTEJICH.
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